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Agenda
Information Security Risk Program Introduction

• J. Pardonek, J. Sibenaller

Password Management Technology Recommendation
• J. Pardonek, A. Stillwell, B. Montes

ITS Project Prioritization
• S. Malisch, J. Sibenaller

Upcoming ITESC Meeting Schedule
• S. Malisch
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Analysis & Forensics

Security Operations 
Center

Governance

Vulnerability 
Assessments Secure Access

ERP Security Services



Current State
• 2010 Risk Assessment

• self assessed
• reviewed annually

• Solutions & infrastructure have changed drastically
• Information security incidents have occurred and have been managed through the 
Incident Response Plan

• Reasoning behind information security decisions not always understood

Goals
• Represent & communicate information security decisions and actions based on 
tangible data

• Provide appropriate levels of security that 
• protect our assets
• are easily understood & communicated
• are easily utilized & serviced
• reduce risks

Risk Program Introduction
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What is Needed
• Conduct 3rd party risk assessment 

• To review LUC technology, policy, process & controls
• Based on ISO 27002‐2013
• Halock identified via RFP process

• Define Loyola’s “Acceptable Risk Definition” as it pertains to information risk
• Identify current security weaknesses
• Calculate risks of those weaknesses
• Develop a plan for reducing unacceptably high risks to acceptable levels
• Accept risks that are lower than the defined acceptable risk level

Risk Assessment
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Risk Definition ‐ Simplified

Likelihood Impact Risk
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Risk Definition ‐ Sample

We need to 
define these

We need to 
calculate this

We need to 
define these
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• Process/Next Steps
• Engage ISAC to create the components of the Acceptable Risk Definition

• impact 
• likelihood
• overall risk
• action thresholds

• Present acceptable information security risk recommendations and 
assessment plan back to ITESC for approval (Jan 2015)

• Engage 3rd party to conduct assessment (Feb‐Apr 2015)
• Present assessment results and action plan back to ITESC (May 2015)

• feeds Audit Committee need for information security program data (June 2015)

Risk Assessment Next Steps
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Password Management 
Replacement Project

Technical Assessment Committee 
Proposal

December 2014
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• GOAL: Improve Self‐service Password Management Process

• Poor user experience and adoption
• Non‐intuitive interface

• Need to increase self‐reset capabilities through mandated enrollment
• Currently Help Desk processes 8000+ password resets annually

• PAM does not have multiple communication options for verification of identity
• No SMS, Alternate Email, or One Time Password URL

• Increase process efficiency within the Help Desk in support of the 
removal of student worker’s ability to reset passwords
• Increase in FTE hours and workload

• Weak technical integration

Overview and Purpose
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• Need/Change
• Eliminate reliance on human interaction to reset passwords.
• It is more difficult to positively identify a caller due to elimination of last 4 SSN #.
• Sustain integration with and support of existing network and security architecture.
• Improved customer experience.

• Value
• Reduced risk of fraud.
• Ability to change password using any internet‐enabled device.
• Security compliance by mandating enrollment at the logon screen.
• Fewer Helpdesk calls.
• More options for self service.
• Increased convenience and flexibility for students, faculty and staff to be able to 
change their password without human intervention.

Change and Value
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• Research
• Vendor RFP Evaluation
• Vendor Presentations
• Proof of Concept (x2)
• Cost/Benefit Analysis
• Recommendation
• ARB Presentation

Analysis Process and Activities
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Research Methods
• Gartner analyst discussion and document review regarding best practices
• EDUCAUSE Listserv to query peer usage
• RFP to top Vendors (5)
• Proof of Concept Evaluation (2)

University Research
• 50+ higher education clients
• Survey of password reset process and product usage
• Educational Reference Review

Research
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Invitation to participate

• ASPG
• Cisco
• Courion
• Hitachi
• Microsoft
• Oracle
• Sailpoint

RFP Process

• ASPG
• Courion
• Hitachi
• Oracle
• Sailpoint

Vendor demonstrations

• ASPG
• Courion
• Hitachi
• Sailpoint

Proof of concept

• ASPG
• Hitachi

Final 
recommendation

Process
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Server Team completed trial install of two products:
• ASPG
• Hitachi

Evaluation of Products – Proof of Concept

Server Team Trial Feedback:

PRO’s
• ASPG

– Easy to configure
– Easier to support
– Feature rich

• Hitachi
– Extendable

CON’s

• ASPG
– External DB

• Hitachi
– Apache running on Windows
– External DB
– More complex to support & 

set‐up
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Evaluation of Products

Vendor User 
Experience

Admin 
Experience

Overall
Experience

Overall 
Rank

Cost (5 yr) Cost (10 yr)

SailPoint 3.1 3.3 3.2 1 $410,000 $820,000

ASPG 2.7 3.0 2.9 2 $100,000 $150,000

Hitachi 2.6 2.6 2.6 3 $270,000 $405,000

Courion 1.6 1.4 1.5 4 $105,000 $170,000

TAC Vendor Ranking

(Multi point ranking with 1 being least preferred and 4 being most preferred)

17



• Product differentiators
• Ease of implementation
• Integrate with existing environment
• Vendor agnostic and can be integrated with any IAM solution purchased in the future
• Customizable interface
• Cost effective
• Positive Reference Checks

• Key Features
• Self Service enabled via multiple user selected notification channels
• Supports mandated enrollment
• VIP notification and auditing
• Integration with HEAT auto ticketing
• Supports Anytime Anywhere Access Strategy

• Cost
• $50,000 – Software Licenses (one time cost)
• $10,000 – Annual Maintenance

• Consensus agreement amongst ITS Stakeholders

Recommendation – ASPG ReACT
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ASPG’s – Sample Current Clients
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Total Investment 

*Budget exists for this effort

ASPG Year 1
FY 2015

Year 2
FY 2016

Year 3
FY 2017

Year 4
FY 2018

Year 5
FY 2019

Total Five Year 
Cost*

License $50,000 $50,000

Maintenance $10,000 $10,000 $10,000 $10,000 $10,000 $50,000

Subtotal $60,000 $10,000 $10,000 $10,000 $10,000 $100,000
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• ITESC approval
• Contract negotiation
• Scheduling and dependencies
• Infrastructure planning and configuration
• End user documentation
• Training
• Campus rollout plan

Next Steps
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Plan of Record Tracking
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Project Sizing Trend
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Capacity Estimates
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Portfolio Growth Details
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Completed Project Forecast

74 projects 
forecast 
completed 
this period
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FY15 Q1‐Q2 Completed Projects Forecast

Forecasted Data as of  12/3/2014 273 ProjectsData as of  12/3/2014 74  Projects

28



FY15 Q3‐Q4 Plan of Record (Draft)

201 Projects201  ProjectsData as of  12/3/2014 Data as of  12/3/2014
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ITS Project Portfolio Impact

Run – Ongoing operations
Grow – Information systems and services to optimize performance
Transform – New technologies and processes that fundamentally 

promote change
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FY15 Q3‐Q4 ITS Project Prioritization Worksheet
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January 29, 2015 ‐ Thursday, 1:30‐3:30 PM
 Technology Scorecard

March 12, 2015 ‐ Thursday, 1:30‐3:30 PM

May 14, 2015 ‐ Thursday, 1:30‐3:30 PM

June 25, 2015 ‐ Thursday, 1:30‐3:30 PM
 Project Portfolio Prioritization

August 13, 2015 ‐ Thursday, 1:30‐3:30 PM

October 15, 2014 ‐ Thursday, 1:30‐3:30 PM

December 15, 2015 ‐ Tuesday, 1:30‐3:30 PM
 Project Portfolio Prioritization

2014‐2015 ITESC Schedule
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August 12, 2014 ‐ Tuesday, 1:30‐3:30 PM
 eTranscript Technology Assessment 

Committee Recommendation
 Security Incident
 PII/PCI Program Updates

October 9, 2014 ‐ Thursday, 1:30‐3:30 PM
 Technology Briefing
 Anytime Anywhere Access Discussion

December 11, 2014 ‐ Thursday, 1:30‐3:30 PM
 Major Projects Status Reviews
 Project Portfolio Prioritization


